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TRENDS

SOURCES AND TARGETS

QUICK TAKEAWAYS

149% increase in DDoS attacks

Shorter in duration, higher in frequency

  Repeat attacks the norm (Averages 24 attacks per targeted site)

46% reflection attacks / 56% multi-vector attacks

5 mega attacks > 100 Gbps
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The Akamai Intelligent Platform™ consists of more than 200,000 servers in 
more than 116 countries around the globe and regularly transmits between

15 – 30% of all Internet traffic. This report draws its data from multiple solutions 
on the platform in order to provide information about current attacks and traffic 

patterns around the globe.
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SEO Attacks Java Deserialization Surviving the Switch
from SHA-1 to SHA-2

XOR Botnet

The Torte Botnet
NetBIOS, RPC Portmap
and Sentinel Reflection

DDoS Attacks

Electronic
Medical Records

https://www.stateoftheinternet.com/resources-web-security-threat-advisories-2016-web-application-search-engine-optimization-attack-campaigns.html
https://blogs.akamai.com/2015/11/java-deserialization-cve-2015-4852-on-akamai.html
https://blogs.akamai.com/2015/11/surviving-the-switch-from-sha-1-to-sha-2.html
https://www.stateoftheinternet.com/resources-web-security-threat-advisories-2015-fast-dns-xor-botnet.html
https://www.stateoftheinternet.com/resources-web-security-threat-advisories-2015-torte-multi-layer-botnet-a-spambot-investigation.html
https://www.stateoftheinternet.com/resources-web-security-threat-advisories-2015-ddos-reflection-netbios-name-server-rpc-portmap-sentinel-udp-ddos-attacks.html
https://www.stateoftheinternet.com/resources-web-security-threat-advisories-2015-rising-risk-electronic-medial-records-fraud.html
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